Palomar Guest Wi-Fi:

i[x] Guests at Palomar College can use our

‘Palomar-Guest’ wireless network to connect
to our open (unsecured) wireless network.
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Connecting to this network is usually as easy as
pointing your phone's camera at the QR code and then
clicking the 'Connect to Network' button.
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Palomar-Guest

Sign-in is required.

+  Add network

(Example screen capture from an android phone that is connecting
to the Palomar-Guest network)

Once you select the network, look for a ‘Sign-in’
message. Generally, you should be able to click on the
word ‘Signh-in’ and it should take you to Palomar’s
captive portal page.
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Palomar-
Wi-Fi
We recommend all Palomar College

Students, Faculty, and Staff use ‘Palomar-
Secure’ Wi-Fi.

Please complete the form below to gain
access to the guest Wi-Fi.

Please enter your full name.

Please enter your email address.
This will become your username to log into the
network.

Confirm:
¥ | accept the

required field

© Copyright 2026

(Example screen capture of Palomar’s captive portal. You will use this
dialog box to enter your own first and last name and a email address
which will become your guest login credentials.)

After you click the ‘Register’ button a second page will
appear with some additional information pertaining to
your guest account.
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The details for your guest account are
shown below.

Guest's Name:
Joe Smith

Account Username:

Guest Password:

Y

Activation Time:

Tuesday, 03 February 2026, 9:57 AM

Expiration Time:
Wednesday, 04 February 2026, 1:57 AM

© Copyright 2026

From here, you can just click the ‘Log In' button and
you should have access to the internet.
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Students and Faculty access to

Palomar’s Secure Wi-Fi:

It is recommended that all staff and students connect
to the “Palomar-Secure” wireless network with their
@palomar.edu or @student.palomar.edu account for
better security.

Listed below are some common connection setups for
various different platforms:

Android:

L] Open your device's Settings app.

[2] Tap Network & internet and then Internet.

[3] Tap ‘Palomar-Secure’

[4] Enter the following settings, then tap ‘connect”:
® Domain: palomar.edu
@® Identity: full username
(username@palomar.edu or
username@student.palomar.edu)
@® Password
@ Certificate: (use system certificates)

Additional settings may be present:

® Online Certificate Status: (Do not validate)
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Palomar-Secure

EAP method

PEAP
Phase 2 authentication

MSCHAPV2

CA certificate

Use system certificates

Online Certificate Status

Do not verify

Domain

palomar.edu

Identity

username@palomar.edu

Anonymous identity

Password

[J Show password

(Example showing a new connection to Palomar-Secure), The EAP
method should be PEAP, phase 2 authentication should be
MSCHAPV2, California certificates should be Use system certificates,
Online Certificates Status should be Do Not verify, the Domain
should be palomar.edu, the Identity should be your username, and
the password should be your AD password.)

Here is a sample for student accounts:
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Palomar-Secure

EAP method

PEAP
Phase 2 authentication
MSCHAPV2
CA certificate
Use system certificates
Online Certificate Status
Do not verify
Domain
palomar.edu

Identity

username@student.balomar.edu

Anonymous identity

Password

[0) show password

(Note that the Domain is still palomar.edu, but your email domain
needs to be student.palomar.edu, everything else stays the same.)
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Apple iOS devices: Apple Macbooks:

~
0l From your Home screen, go to Settings > Wi-Fi. 1] From the Wi-Fimenu ~* in the menu bar,
choose a ‘Palomar-Secure’.
[2] Turn on Wi-Fi. Your device will automatically
search for available Wi-Fi networks. [2] Enter your full username:
(username@palomar.edu or
[3] Tap ‘Palomar-Secure’. username@student.palomar.edu)
[3] Enter password, click ‘Connect.’
[4] Enter full username: (username@palomar.edu
or username@student.palomar.edu) [4] Trust the certificate - mywifi.palomar.edu, click
‘Continue.
[5] Enter password, click ‘connect.

Verify Certificate
Authenticating to network “Palomar-Secure”
Before authenticating to server “mywifi.palomar.edu”, you should examine the server's
certificate to ensure that it is appropriate for this network.
To view the certificate, click ‘Show Certificate'

¥ Always trust “mywifi.palomar.edu”

[6] Trust the certificate - mywifi.palomar.edu

Cancel Certificate Trust ¥§ mywifi.palomar.edu

@ mywifi.palomar.edu
y y Er e a itho mywifi.palomar.edu

Issued by: Entrust Certification Authority - L1K
Not Trusted Expires: Friday, June 30, 2023 at 9:21:59 AM Pacific Daylight Time
xpires 6/30/23, 9:21:59 AM ®Tt tificat rked as trusted for this a t
Trust

More Details Details

Hide Certificate Cancel Continue

(Example screen capture from an Apple Macbook showing the
dialog box for accepting the “mywifi.palomar.edu” wireless
certificate)

Note - If the first attempted connection fails or seems to
timeout then simply reconnect again.

(Example screen capture from an Apple iOS device showing the
“mywifi.palomar.edu” trust confirmation page. You’ll need to click
the trust button to continue.)
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Windows 10/11:

(1

Click on the Wireless Network Connection icon

on the bottom right of your screen.

[2]
[3]
[4]

[5]

[6]

[7]
8l

Select ‘Palomar-Secure’
Connect Automatically box can be checked.
Click Connect

If prompted by a “Continue Connecting?”
message click ‘Connect’

Enter your full username:
(username@palomar.edu or
username@student.palomar.edu)

Enter password and click ‘OK!

If prompted by a “Continue Connecting?”
message click ‘Connect’
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Google Chrome:

(1

Click on the Wireless Network Connection icon
on the bottom right of your screen.

Not connected o] ]
(R ey > Screen DoNot
capture Disturb
b 4 g:.letooth > S Castscreen >
0 SR
& ® o
[URY Exit guest Battery full o3

Feb3 9:22 <7 B

(Example screen capture showing the wireless connection dialog

[2]

open.)

Select the carrot icon to see available networks.

< Network [OJ ]

® Wi-Fi o)

Unknown networks

¥ Palomar-Guest

W, Palomar-Secure

¥, AuthenticatedGuest

@ Febs 92T B

(Example screen capture showing available wireless networks. Note,

[3]

[4]

you may see additional network too.)
Tap ‘Palomar-Secure’.

Enter the following settings, then tap ‘connect”
@® Domain: palomar.edu

@® Identity: full username
(username@palomar.edu or
username@student.palomar.edu)

@® Password

@ Server CA Certificate: (Do not check)
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Join Wi-Fi network
sSID
Palomar-Secure

Security

EAP method

PEAP -

EAP Phase 2 authentication

MSCHAPV2 -

Server CA certificate

[ Do not check - ]

Subject match

(Example of a Chromebook connecting to “Palomar-Secure” screen 1
of 2, The EAP method must be set to PEAP, EAP Phase 2
authentication can generally be set to Auto or MSCHAPV2, The
Server CA certificate should be set to “Do not check” )

Join Wi-Fi network

Do not check

Subject match
Subject ahern ative name match

Domain suffix match

palomar.edu

Identity

(Example of a Chromebook connecting to “Palomar-Secure” screen 2
of 2, the “Domain suffix match” should be set to “palomar.edu”. In
the “Identity” filed please enter your username@palomar.edu or

username@student.palomar.edu witch-ever is appropriate for your
account. The “Password” field should be your AD passwords.)
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