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FOR DEGREE CREDIT COURSE

X TRANSFER COURSE _X_ A.A. DEGREE APPLICABLE COURSE

COURSE NUMBER AND TITLE: CSIS 264 — TCP/IP Internet Architecture and Protocols

UNIT VALUE: 2

MINIMUM NUMBER OF SEMESTER HOURS: 64

BASIC SKILLS REQUIREMENTS: Appropriate language and computational skills.

ENTRANCE SKILLS:

Prerequisite: CSIS 260
Corequisite: None
Recommended Preparation: None

SCOPE OF COURSE:

This course will focus on the basic concepts and architecture of Transmission Control
Protocol/Internet Protocol (TCP/IP). Topics covered will include an overview of TCP/IP, LAN
technologies, packet networks, IP addressing, Control Protocol/Internet Protocol (TCP/IP),
Transport Layer, Gateway, Routing, Application Layer Protocols, Internet Mail Protocols,
how TCP/IP works with LAN and WAN protocols, the Domain Name Service (DNS),
Network File System (NFS), Network Information System (NIS), and managing TCP/IP.




SPECIFIC COURSE OBJECTIVES:

The successful student will be able to:
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Identify TCP/IP services.

Examine the TCP/IP architecture.

dentify how Internet Protocol (IP) runs over various lower-layer technologies.
Identify the principles followed for IP addressing.

Identify the features, functions and structure of the three TCP/IP protocols: Internet
Protocol {IP), Internet Control Message Protocol (ICMP) and Internet Protocol next
generation (IPng).

Identify the features and structure of the Transmission Control Protocol (TCP).
Identify the features of the User Datagram Protocol (UDP).

Establish a connection, transfer data and close a connection using TCP.

Identify the routing types and updating of routing information

Identify the different features and message formats of the Gateway-to-Gateway
Protocol (GGP), External Gateway Protocol (EGP), and Interior Gateway Protocol
(IGP).

Identify the different Application Layer protocols: the Telnet, the File Transfer
Protocol (FTP), Trivial File Transfer Protocol (TFTP) and the Simple Mail Transfer
Protocol (SMTP).

ldentify the types of Berkeley utilities.

Examine the services and protocols available in the Internet.

Examine the properties of the LAN and WAN protocols that enable them to work
with TCP/IP.

Examine the components of Domain Name Service and the features of BOOTP and
the Network Time Protocol.

Examine the features of NFS and NIS.

Examine the concepts of network management, network topologies, SNMP and MIB.



CONTENT IN TERMS OF SPECIFIC BODY OF KNOWLEDGE:

Introduction to TCP/IP

A. Identify the features of TCP/IP.

B. Identify the advantages of using connection-oriented over connectionless
communication.

C. Match the TCP/IP application services with their uses.

D. Identify the advantages of multiple-layered protocols.

E. Match the different layers in the OS] model with the tasks performed by them.
F. Arrange the different layers of the TCP/IP protocol suite based on their
descriptions.

G. Identify the characteristics of IP routing.

H. Sequence the steps used by TCP/IP to implement the authentication security
issues.

l. Sequence the steps used by TCP/IP to implement the message integrity security
issues.

J. Match the symmetric, asymmetric and combined encryption methods used to
implement confidentiality of information with their characteristics.

Physical and Data Link Technologies

A. Match the fields in the HDLC frame format with the tasks they are used to
perform.

. Identify the features of the Internet Point-to-Point Protocol (PPP).

. Sequence the steps in CHAP authentication.

. Identify the uses of SLIP.

. Identify the features of DIX Ethernet.

. Match the fields in 802.3 frame with their uses.

G. Match 802.4, 802.5, and FDDI LAN technologies with their features.

H. Identify the tasks and characteristic of the packet networks such as X.25, frame
relay, Switched Multi-Megabit Data Service (SMDS) and Asynchronous Transfer
Mode (ATM).

I. Identify the features of the X.25 networks.

J. Match the fields in frame relay with their uses.

K. Identify the features of SMDS.

L. Identify the features of ATM technology.
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Naming and Addressing

A. Identify the features of Internet domain names.

B. Match the IP address classes with the address specification.

C. ldentify the situations in which reserved IP addresses are used.

D. Identify the functions that must be supported within a host that is a member of
one or more multicast groups.

E. Identify the rules for translating multicast names to addresses.

F. Identify the benefits of subnetting.

G. Identify the subnet mask to be used for a given situation.

H. Identify the features of supernet addressing.

I. Identify the fields in the ARP message content format.

J. Sequence the steps in Reverse Address Resolution Protocol (RARP).
K. Sequence the process of proxy ARP.
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Internet Protocols (IP)

A. Identify the features of the IP.

B. Match the various fields in the IP datagram header layout with their features.
C. Sequence the steps in a IP datagram's passage on the network.

D. Identify the resources that determine the performance of the IP.

E. Match the different environments with the TCP/IP software supported by them.
F. Identify the features of the Internet Control Message Protocol (ICMP).

G. Match the ICMP query messages with their purpose.

H. Match the various fields in the ICMP message format with their features.

I. Sequence the steps for keeping track of LAN routers using the Router Discovery
protocol.

J. Identify the features of the Internet Protocol Next Generation (IPng).

K. Match the various fields in the lpng datagram header layout with their features.
L. Match the IPng extension headers with their features.

Transport Layer Protocols

A. ldentify the key features of Transmission Control Protocol (TCP).

B. Match the various fields in the header layout with their purpose.

C. ldentify the features of the TCP sockets.

D. Sequence the steps involved in the message flow during the data communication
process.

E. Match the types of TCP timers with their functions.

F. Sequence the steps involved in establishing a TCP connection.

G. Sequence the steps involved in transferring data by using a TCP connection.
H. Sequence the steps involved in closing a TCP connection.

I. Identify the features and protocol mechanisms of the User Datagram Protocol
(UDP).

J. ldentify the advantages and disadvantages of the UDP.

Gateway and Routing Protocols

A. ldentify the methods of building a routing table.

B. ldentify the features of a routing daemon.

C. Match direct and indirect routing types with their features.

D. Sequence the steps in the updating of routing information between two
interconnected networks.

E. ldentify the feature of Gateway-to-Gateway Protocol (GGP).

F. ldentify the features of the GGP.

G. ldentify the features of External Gateway Protocol (EGP).

H. ldentify the types of EGP messages.

. Identify the contents of the fields in the EGP message header format.
J. Identify the features of the Routing Information Protocol! (RIP).

K. Match the fields in a RIP message format with their features.

L. Identify the features of the HELLO message format fields.

M. Identify the features of the Open Shortest Path First (OSPF) protocol.
N. Identify the contents of the fields in the OSPF message header format.



Vil

Vill.

IX.

Application Layer Protocols

A. ldentify the key features of the Terminal Network (Telnet) protocol.
B. ldentify the features of the Network Virtual Terminal (NVT) protocol.
C. Sequence the steps involved in establishing a Telnet connection.

D. Identify the functions of the Telnet commands.

E. Identify the key features of the File Transfer Protocol (FTP).

F. Sequence the steps involved in transferring data by using FTP.

G. Match the FTP command categories with the tasks they perform.

H. Identify the methods of implementing FTP security.

I. Identify the features of the Trivial File Transfer Protocol (TETP).

J. Identify the functions of the TFTP commands.

K. Match the types of the TFTP Protocol Data Units with their formats.
L. Identify the key features of the Simple Mail Transfer Protocol {(SMTP).
M. Identify the tasks performed by the SMTP command.

N. Identify the functions of the various types of Berkeley utilities.

0. Match the types of Berkeley utilities with their features.

Internet

A. Identify the features of an e-mail application.

B. Identify the steps in the transmission of an e-mail.

C. Identify the benefits of relaying mail.

D. Sequence the command and responses between the sender and the receiver in
Simple Mail Transfer Protocol (SMTP).

E. Identify the ways by which MIME messages are sent by using ESMTP.

F. Identify the services provided by Post Office Protocol (POP}.

G. Identify the benefits provided by Internet Message Access Protocol (IMAP).
H. Identify the services provided by Network News Transfer Protocol (NNTP).
l. Identify the features of Gopher.

J. ldentify the features of the WWW.,

K. Sequence the components of an URL.

L. Identify the features of HTML documents.

TCP/IP and Networks

A. Identify the layers and services in a LAN that separates the IP layer from the
Ethernet layer.

B. Identify the properties of NetBIOS that enables it to operate with TCP/IP.

C. Identify the protocols used by XNS which enables it to operate with TCP/IP.
D. Identify the properties of IPX which enables it to operate with IP.

E. Identify the features that enables ARCnet to operate with IP.

F. Identify the properties of FDDI that enables it to operate with TCP/IP.

G. Identify the method by which X.25 operates with IP.

H. ldentify the method by which ISDN operates with IP.

I. Identify the method by which SMDS operates with IP.

J. Identify the properties of ATM which enable it to operate with TCP/IP.

K. Identify the layers of the Windows 95 architecture that enables it to work with
TCP/IP.

L. Match the TCP/IP services with their descriptions.



X. Domain Name Service
A. Match the Internet domains with their descriptions.
B. Identify the functions of a name server.
C. Match the fields of a resource record with their descriptions.
D. Identify the features of IN-ADDR-ARPA format.
E. Match the fields of a DNS message with the information contained in them.
F. Identify the different methods by which the name resolver resolves a name.
G. Identify the features of the BOOTP protocol.
H. Match the fields of the BOOTP message format with their descriptions.
I. Match the fields of the Network Time Protocol{NTP) with their definitions.

XI. NFS and NIS
A. Identify the features of Network File System(NFS).
B. identify the features of Remote Procedure Call (RPC).
C. Identify the function of External Data Representation (XDR).
D. identify the features of the Network Files System Protocol (NFSP).
E. Match the mount protocol procedures with their descriptions.
F. Identify the daemon processes involved in file locking.
G. Identify the features of Remote Execution Service(REX).
H. Identify the functions of rusers and spray.
I. Identify the features of Network Information System (NIS).

XIit. Managing TCP/IP
A. Match the parts of network management with their descriptions.
. Identify the features of the SNMP network management standard.
. Identify the network expansion component to be used in a given topology.
. Identify the features of SNMP.
. Match the Management Information Base (MIB) fields with their descriptions.
. Match the SNMP commands with their descriptions.
. Identify the features of SNMP v1.
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REQUIRED READING:
Simoneau, Paul. Hands-On TCP/IP. New York:McGraw Hill. 1998.

SUGGESTED READING: None

REQUIRED WRITING:
Problem solving exercises and skills demonstrated in computer homework assignments. A
minimum of one page per homework assignment.

OUTSIDE ASSIGNMENTS:

Students are expected to spend a minimum of three hours per unit per week in class and on
outside assignments, prorated for short term classes.

There are written homework exercises within each section of each chapter which are
assigned, requiring an average of one hour to complete. In addition, numerous computer lab
exercises are assigned, each ranging from one to ten hours to complete by an average
student.

INSTRUCTIONAL METHODOLOGY: Check all that apply:
x_Lecture

x_Laboratory

_ Lecture-laboratory combination

__ Directed study

This course may be offered as a distance education course and meets Title 5 regulations
556370, 565372, 55374, 55376, 55378, and 55380. Yes x No

if yes, check all that apply:

x_ Telecourse

Mediated instruction

X
x_ Computer assisted instruction

GRADING POLICY AND STANDARDS:

Grades for courses are based upon final examinations, mid-term examinations, other tests,
assignments, projects, and participation. Faculty will inform students of their grading policy at the
beginning of each semester.

IS COURSE REPEATABLE FOR REASON(S) OTHER THAN DEFICIENT GRADE?
YES NO _x__ Number of times course may be taken for credit __.

If yes, identify specific provision of Title 5 Division 2 section(s) 55761-55763 and 58161
which qualifies course as repeatable: 58161 (C) (2) (A)

CONTACT PERSON: Richard Stegman x2769
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